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In Detail

Security is a major concern, in particular now that everything is moving to the cloud. A private cloud is a
cloud computing platform built on your own hardware and software. The alternative is to deploy the services
you need on a public cloud infrastructure provided by an external supplier such as Amazon Web Services,
Rackspace Cloud, or HP Public Cloud. While a public cloud can afford greater flexibility, a private cloud
gives you the advantage of greater control over the entire stack.

"VMware vCloud Security" focuses on some critical security risks, such as the application level firewall and
firewall zone, virus and malware attacks on cloud virtual machines, and data security compliance on any
VMware vCloud-based private cloud. Security administrators sometimes deploy its components incorrectly,
or sometimes cannot see the broader picture and where the vCloud security products fit in. This book is
focused on solving those problems using VMware vCloud and the vCloud Networking and Security product
suite, which includes vShield App, vShield Endpoint, and vShield Data Security.

Ensuring the security and compliance of any applications, especially those that are business critical, is a
crucial step in your journey to the cloud. You will be introduced to security roles in VMware vCloud
Director, integration of LDAP Servers with vCloud, and security hardening of vCloud Director. We’ll then
walk through a hypervisor-based firewall that protects applications in the virtual datacenter from network-
based attacks. We’ll create access control policies based on logical constructs such as VMware vCenter
Server containers and VMware vShield security groups but not just physical constructs, such as IP addresses.
You’ll learn about the architecture of EPSEC and how to implement it. Finally, we will understand how to
define data security policies, run scans, and analyze results.

Approach

VMware vCloud Security provides the reader with in depth knowledge and practical exercises sufficient to
implement a secured private cloud using VMware vCloud Director and vCloud Networking and Security.

Who this book is for

This book is primarily for technical professionals with system administration and security administration
skills with significant VMware vCloud experience who want to learn about advanced concepts of vCloud
security and compliance.
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From reader reviews:

Brett Munoz:

Nowadays reading books become more than want or need but also become a life style. This reading behavior
give you lot of advantages. Associate programs you got of course the knowledge the rest of the information
inside the book in which improve your knowledge and information. The data you get based on what kind of
reserve you read, if you want drive more knowledge just go with education and learning books but if you
want sense happy read one having theme for entertaining for example comic or novel. The actual VMware
vCloud Security is kind of e-book which is giving the reader unstable experience.

Randall Hernandez:

The publication with title VMware vCloud Security contains a lot of information that you can understand it.
You can get a lot of gain after read this book. This particular book exist new understanding the information
that exist in this publication represented the condition of the world at this point. That is important to yo7u to
be aware of how the improvement of the world. This specific book will bring you inside new era of the
globalization. You can read the e-book in your smart phone, so you can read the item anywhere you want.

Walter Pressley:

Do you have something that you enjoy such as book? The e-book lovers usually prefer to choose book like
comic, limited story and the biggest one is novel. Now, why not trying VMware vCloud Security that give
your fun preference will be satisfied simply by reading this book. Reading practice all over the world can be
said as the method for people to know world considerably better then how they react towards the world. It
can't be explained constantly that reading addiction only for the geeky man but for all of you who wants to
end up being success person. So , for every you who want to start examining as your good habit, you could
pick VMware vCloud Security become your current starter.

Earl Parker:

A lot of e-book has printed but it takes a different approach. You can get it by web on social media. You can
choose the best book for you, science, amusing, novel, or whatever through searching from it. It is identified
as of book VMware vCloud Security. You can contribute your knowledge by it. Without leaving behind the
printed book, it could possibly add your knowledge and make an individual happier to read. It is most
important that, you must aware about reserve. It can bring you from one place to other place.
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